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New Tax Scam Targeting Tax Professionals
In advance of the tax deadline, the Internal Revenue Service today warned tax
professionals of a new emerging scam in which cybercriminals obtain remote control of
preparers' computer systems, complete and file client tax returns, and redirect refunds
to thieves' accounts.
Although the IRS knows of a handful of cases to date, this scam has potential to
impact the filing of fraudulent returns in advance of the April tax deadline and is yet
another example of tax professionals being targeted by identity theft criminals.
The IRS urges all tax preparers to take the following steps:
 Run a security "deep scan" to search for viruses and malware


Strengthen passwords for both computer access and software access; make
sure your password is a minimum of 8 digits (more is better) with a mix of
numbers, letters, and special characters



Be alert for phishing scams: do not click on links or open attachments from
unknown senders



Educate all staff members about the dangers of phishing scams in the form of
emails, texts, and calls



Review any software that your employees use to remotely access your network
and/or your IT support vendor uses to remotely troubleshoot technical problems
and support your systems. Remote access software is a potential target for bad
actors to gain entry and take control of a machine.

Tax professionals should review Publication 4557, Safeguarding Taxpayer Data, A
Guide for Your Business, which provides a checklist to help safeguard taxpayer
information and enhance office security.
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Tax News You Can Use: DORWritingProject@mt.gov
We welcome your suggestions for articles, as well as your questions and comments.
It pays to follow Revenue on Twitter: @MTRevenue

Subscribe
Go to the Newsroom page on revenue.mt.gov and click the "Tax News You Can Use" tab.
Montana Tax News You Can Use is published weekly during tax season and periodically at other
times. It is for anyone who helps people file taxes and meet their tax responsibility and
for anyone interested in the state's tax system. It keeps you posted on what's happening at the
department, lets you know about new ways of preparing and filing taxes, and brings you up-todate on some of the issues and trends popping up during tax season in Montana.
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